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Individuals Affected: 656,086

Entity Type: Healthcare Provider

Submission Date: 02/23/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: No

State: NY

OrthopedicsNY, LLP2424

https://www.orthony.com/news-events/notice-of-data-security-incident/?pl=1288&plp=51553


Individuals Affected: 729,699

Entity Type: Healthcare Provider

Submission Date: 08/23/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: No

State: FL

Florida Department of

Health 2323

https://www.hipaajournal.com/ransomhub-florida-department-health-cyberattack


Individuals Affected: 775,860

Entity Type: Healthcare Provider

Submission Date: 06/27/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: No

State: IL

Ann & Robert H. Lurie

Children's Hospital of Chicago2222

https://www.maine.gov/agviewer/content/ag/985235c7-cb95-4be2-8792-a1252b4f8318/64c3b313-0c3c-4820-af10-6afef36d08e1.html


Individuals Affected: 791,273

Entity Type: Business Associate

Submission Date: 02/23/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: NY

UNITE HERE 2121

https://unitehere.org/wp-content/uploads/Final-English-UNITE-HERE-Health-Fund-Website-Notice.pdf


Individuals Affected: 795,916

Entity Type: Healthcare Provider

Submission Date: 10/14/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: No

State: AZ

OnePoint Patient Care2020

https://www.oppc.com/data-security-incident


Individuals Affected: 650,000

Entity Type: Healthcare Provider

Submission Date: 11/25/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: No

State: TX

Texas Tech University

Health Sciences Center1919

https://www.govtech.com/education/higher-ed/texas-tech-discloses-cyber-attack-on-health-sciences-centers


Individuals Affected: 815,000

Entity Type: Healthcare Provider

Submission Date: 11/25/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: No

State: TX

Texas Tech University Health

Sciences Center El Paso1919

https://www.govtech.com/education/higher-ed/texas-tech-discloses-cyber-attack-on-health-sciences-centers


Individuals Affected: 858,238

Entity Type: Healthcare Provider

Submission Date: 05/10/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: No

State: IL

Superior Air-Ground

Ambulance Service, Inc. 1818

https://www.superiorambulance.com/wp-content/uploads/Superior-Website-Notice.pdf


Individuals Affected: 886,746

Entity Type: Healthcare Provider

Submission Date: 02/29/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: No

State: NC

Eastern Radiologists, Inc1717

https://healthimaging.com/topics/medical-imaging/data-breach-eastern-radiologists-exposes-866000-patient-records


Individuals Affected: 909469

Entity Type: Business Associate

Submission Date: 10/04/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: NY

ATSG, Inc1616

https://www.jdsupra.com/legalnews/atsg-announces-data-breach-affects-3705947


Individuals Affected: 914,138

Entity Type: Business Associate

Submission Date: 12/11/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: DE

ConnectOnCall.com, LLC1515

https://www.businesswire.com/news/home/20241211221827/en/ConnectOnCall.com-LLC-Provides-Notice-of-Data-Security-Incident


Individuals Affected: 954,177

Entity Type: Business Associate

Submission Date: 09/11/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: GA

Young Consulting LLC1414

https://youngconsulting.com/notice/youngconsulting-notice.html


Individuals Affected: 1,276,026

Entity Type: Healthcare Provider

Submission Date: 06/21/2024

Type of Breach: Unauthorized 

                Access/Disclosure

More on the Story

Business Associate Involved: Yes

State: PA

Geisinger1313

https://www.geisinger.org/about-geisinger/news-and-media/news-releases/2024/06/24/18/17/geisinger-provides-notice-of-nuances-data-security-incident


Individuals Affected: 1,813,538

Entity Type: Healthcare Provider

Submission Date: 10/18/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: No

State: CO

Summit Pathology, and Summit

Pathology Laboratories, Inc.1212

https://www.summitpathology.com/notice-of-data-breach


Individuals Affected: 2,350,236

Entity Type: Business Associate

Submission Date: 02/06/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: AZ

Medical Management

Resource Group, L.L.C.1111

https://www.businesswire.com/news/home/20240206060527/en/MMRG-Notifies-Patients-of-Cybersecurity-Incident


Individuals Affected: 2,385,646

Entity Type: Healthcare Provider

Submission Date: 01/26/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: No

State: OK

INTEGRIS Health1010

https://integrishealth.org/landing/cyber-event


Individuals Affected: 2,518,533

Entity Type: Business Associate

Submission Date: 05/08/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: TX

WebTPA Employer Svs, LLC

(“WebTPA”)99

https://www.forthepeople.com/blog/24-million-individuals-impacted-webtpa-data-breach


Individuals Affected: 2,812,336

Entity Type: Business Associate

Submission Date: 05/24/2024

Type of Breach: Hacking/IT Incident

More on the Story 

Business Associate Involved: Yes

State: NE

A&A Services d/b/a 

Sav-Rx88

https://www.forthepeople.com/blog/28-million-social-security-numbers-leaked-sav-rx-data-breach
https://www.forthepeople.com/blog/28-million-social-security-numbers-leaked-sav-rx-data-breach


Individuals Affected: 2,896,985

Entity Type: Healthcare Provider

Submission Date: 08/20/2024

Type of Breach: Hacking/IT Incident

More on the Story 

Business Associate Involved: No

State: LA

Acadian Ambulance

Service, Inc77

https://acadianambulance.com/wp-content/uploads/Acadian-Ambulance-Service-Inc.-Notice-of-Data-Privacy-Event.pdf
https://acadianambulance.com/wp-content/uploads/Acadian-Ambulance-Service-Inc.-Notice-of-Data-Privacy-Event.pdf


Individuals Affected: 3,112,815

Entity Type: Health Plan

Submission Date: 09/06/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: MD

Centers for Medicare

and Medicaid Services66

https://www.cms.gov/newsroom/press-releases/cms-notifies-individuals-potentially-impacted-data-breach


Individuals Affected: 3,998,163

Entity Type: Healthcare Provider

Submission Date: 01/09/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: TX

Concentra Health

Services, Inc55

https://www.concentra.com/about-us/notice-of-data-security-event


Individuals Affected: 4,300,000

Entity Type: Business Associate

Submission Date: 08/09/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: UT

HealthEquity, Inc44

https://www.hipaajournal.com/healthequity-breach-4-2-million-records


Individuals Affected: 5,599,699

Entity Type: Business Associate

Submission Date: 07/03/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: MO

Ascension Health33

https://www.hipaajournal.com/ascension-cyberattack-2024/


Individuals Affected: 4,300,000

Entity Type: Business Associate

Submission Date: 08/09/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: UT

Kaiser Foundation Health

Plan, Inc22

https://www.hipaajournal.com/healthequity-breach-4-2-million-records


Individuals Affected: 100,000,000+

Entity Type: Business Associate

Submission Date: 07/19/2024

Type of Breach: Hacking/IT Incident

More on the Story

Business Associate Involved: Yes

State: MN

Change Healthcare, Inc.11

https://www.hhs.gov/hipaa/for-professionals/special-topics/change-healthcare-cybersecurity-incident-frequently-asked-questions/index.html


As reported to the HHS Breach Portal

https://ocrportal.hhs.gov/ocr/breach/

breach_report.jsf

As of 30 December 2024

Source for the

Top 24 Breaches of 20242424

https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf
https://ocrportal.hhs.gov/ocr/breach/breach_report.jsf

